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Part I: Technology overview 
Video Image Detection (VID), whether it be Video Imaging Smoke Detection (VISD) or 
Video Image Flame Detection (VIFD), is the application of artificial intelligence to ana-
lyze video images, also known as Machine Vision, to detect smoke and fire.  The main 
proposition of VID technology is that if one can see fire and smoke, then one can formal-
ize the process similar to what occurs in the human brain. The process is then put in the 
form of computer software, or more generally, a device that can do the same function as a 
human observing the space.  This paper gives an overview of VID technology, specifics 
of implementation, advantages and limitations with the objective of initiating the discus-
sion on how such systems should be tested, approved and deployed in the field.   

Introduction 
Significant progress in computer technology, video imaging devices, digital networks and 
software provide a prolific context for new detection methods of flame and smoke.  
These techniques rely on image analysis and are now referred to as Video Image Detec-
tion (VID1).  VID systems detect the presence of fire and/or smoke within the video im-
ages at greater distances, covering larger areas, and providing faster detection times.  
These systems do not depend on the movement of smoke resulting in the physical pres-
ence of combustion products at the location of the sensor.  VID technology can work in 
environments where spot detectors are inefficient or non-applicable such as: large volume 
structures, warehouses, hangars, convention centers, arenas, industrial facilities, etc.  
These systems can also play a dual role providing both fire protection and security for a 
facility.   

VID technology is relatively young and information on it is minimal causing a great de-
gree of speculation and misconceptions about its performance and potential in the future.  
One of the objectives of this paper is to attempt to clarify some of these misconceptions 
and suggest a framework for further discussions on VID systems in general.  Specifically, 
how these systems should be tested, certified, deployed and maintained in the field is dis-
cussed.  The result of such discussions hopefully will establish a set of guidelines for list-
ing agencies to develop certification standards and information for the NFPA technical 
committees.   

Currently only a few commercial VID systems are available on the market.  In addition, 
more companies, as well as universities, conduct research in this area, with more com-
mercial offerings expected in the future.  Companies tend to keep the details of their im-
plementation away from the public to protect their intellectual property, while university 
research tends to be too general and limited in scale for practical use.  Limited data avail-
able from marketing materials, whitepapers and filed patent applications provides at least 
some minimum understanding of how these systems operate on the conceptual level. Lit-
tle detail is known about most systems; however, many principles utilized by VID are 
common to all.  The review of these principles will help to set the discussion around the 
strengths and weaknesses of VID technology and, eventually, formulate the standards on 

                                                 
1 In NFPA terminology referred by VIFD and VISD for Video Image Flame Detection and Video Image 
Smoke Detection. 
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how these systems should be tested and certified.  We hope that an open discussion for-
mat will provide the opportunity for teams involved in development of VID systems to 
address some of the concerns early, saving them time and effort. 

Presently, certification standards for fire detection devices such as UL268 and FM 3260 
are structured around existing technology.  These standards limit the VID performance, 
test the systems to limited metrics, and do not consider the real world system architecture 
and installation.  For smoke detection, as an independent reference for sensitivity of a 
particular detector, the ANSI/UL 268 standard relies on light obscuration measured at the 
vicinity of the detector.  For VID systems, such a reference may present some confusion, 
since at the time the VID system triggers an alarm, the smoke plume may be far from the 
optical density meter (ODM) to cause any obscuration.  Furthermore, the existing stan-
dard does not specify the illumination levels during the tests which may become an addi-
tional requirement for VID systems.  The current standards also limit the compartment 
size, ventilation, fire sources and do not specify background.  There are a number of other 
variables that should be open to discussion, the point being that VID systems present a 
significant shift in technology and warrant new standards.  These new performance stan-
dards are required so different implementations of VID systems can be compared for par-
ticular applications.   

VID at a glance 
As stated in its name, VID systems use video images as the only source of data, applying 
specific computational algorithms1 to identify flames and smoke though pixel changes 
within the images.  Functionally VID systems always consist of video imaging acquisi-
tion, processing and notification.  Existing commercial implementations of VID systems 
vary from multi-component systems using multiple standard CCTV cameras and process-
ing units (computers) (VSD-8, FastCom SFA, SigniFire FSM-8) or single component 
systems (MicroPack, SigniFire IP) with processing units embedded inside the camera 
enclosures.  Additionally, some systems can only detect flame while others can only de-
tect smoke, some detect both (flame and smoke) and some systems provide more than 
one detection algorithm for flame and smoke.  One method of notification (dry contact 
relays) is usually part of a processing unit.  In addition, VID systems can provide notifi-
cation that includes one or more remote video monitoring workstation(s) providing 
guards with a first hand view of the area that caused the alarm.   

Multi-component VID systems (Figure 1) use standard video cameras as the primary sen-
sor.  The processing unit usually employs a general purpose computer system and can 
handle 4-8 cameras.  Multi-component configurations may be an advantage when retrofit-
ting existing CCTV installations, although retrofitting has its own limitations.  Testing 
and certification of such systems present challenges. Off-the-shelf security cameras differ 
greatly in the characteristics of the image and may affect the performance of the VID sys-
tem.  In particular, different camera vendors are known to have images that may vary in 
brightness, sharpness, dynamic ranges, flicker suppression, color balance, etc.  Addition-
ally, some analog cameras utilize internal Digital Signal Processing (DSP) to enhance 

                                                 
1 Systems that combine optical flame detectors with video cameras are not VID systems, since video is not 
used in detection. 
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perceptive qualities of the image and can be customized to satisfy a variety of tastes.  
Therefore, each VID vendor needs to specify the list of compatible camera manufac-
turer/model combinations and specific camera settings.  If applicable, some tamper-proof 
measures should be also considered to prevent unauthorized alteration of settings.  Multi-
component systems also need to monitor the quality of a transmission line between the 
camera and processing unit. 

 

 
Figure 1.  Typical configuration of multi-component VID system consists of multiple standard CCTV 
cameras connected to a processing unit.  A primary notification means include standard fire control 
panel engaged by dry contact relays activated within the processing unit.  As secondary means of 
communication, VID systems increasingly rely on existing computer network infrastructure includ-
ing long-distance monitoring over the Internet. 

Single component VID systems configurations differ in that the processing unit is located 
within the enclosure of a digital video network camera.  This eliminates video transmis-
sion lines, reduces power requirements and probability of failure.  On the back end of 
these types of detection systems there is the ability to communicate directly with a fire 
alarm panel over the relay contacts or through a video management system over Ethernet.  
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Video content, as well as more extensive information on the alarms is delivered to a stan-
dard digital video network management system using local area networks. These net-
works may be a non-critical path or an isolated network for fire alarm purposes.  Such 
systems have a number of advantages over multi component systems:  

1. Distributed Intelligence resulting in better survivability 

2. Single device / no additional points of failure, no moving parts 

3. Total control over image acquisition -  maintaining optimal settings by op-
erating software 

4. Not limited by analog video format resolution (NTSC/PAL) 

5. No color-coding artifacts of analog video 

6. Power reduction and POE capabilities 

While varying in configurations and particular hardware, VID systems share the same 
challenge of processing live video streams in real time to identify fire and smoke related 
anomalies.  The processing is done by the operating software that implements specific 
computing algorithms.  This is the area where particular VID systems differ most from 
one another.  While discussing the advantages of individual algorithms and implementa-
tions is beyond the scope of this discussion, it is important to realize what assumptions 
are at the core of particular VID systems.  Knowing those assumptions will help to for-
mulate the usage recommendations and devise optimal testing strategies.   

Video Image Analysis Challenge  
As little is known about commercially available VID systems, some general approaches 
can be outlined based on limited publications, observations of particular systems behav-
ior, and available patent applications.   

As an input, VID systems receive massive streams of real-time data.  For example, one 
implementation uses images of 640 x 480 pixels that are processed at the rate of 16.7 
frames per second.  That amounts to over 5 million data readings (pixels) per second.  
Consider that processing one pixel takes approximately 500 machine instructions1: it will 
require processing power of 2.5 billion instructions per second.   

Most VID implementations follow the evolution of the images over some period of time 
to analyze changes in search of specific patterns.  What exactly are the patterns?  Flame-
specific flicker and intensity of grouped together pixels, forming a region within the im-
age may be a good indicator of open firea.  However, flicker alone does not provide suffi-
cient selectivity, so systems rely on additional hints such as color, bright static radiation 
and geometric configuration of the radiating source.  Particular systems may rely on a 
more comprehensive set of characteristics combining data streams with a series of tempo-
ral DSPb filters to produce transformed images with smoke and flame, producing spatial 
patterns that are identifiable and unique.  The alternative approach is to analyze the 
changes in illumination and color/intensity of the images over time assuming that smoke 

                                                 
1 It can be as little as approx. 20 lines of C code. 
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makes colors attenuated, while flames make colors shift towards yellow/red regionsc.  In 
addition, some algorithms rely on loss of high frequencies in spatial FFT, FHT or Wave-
letd transforms over time as an artifact indicating presence of smoke.   

Due to the overwhelming volume of the data entering the VID system in real-time, all 
implementations share the general principles of processing data streams in stages.  Each 
stage significantly reduces the size of data flowing to the next stage, bringing it to a man-
ageable fixed-sized set of cases forwarded to a decision engine.  Particular implementa-
tions vary in the way such data decimation is performed and may use different techniques 
in the decision making.   

Dissecting VID 
VID systems, unlike more traditional computing, do not operate in contexts of familiar 
physical parameters (i.e. temperature, obscuration, pressure).  Data entering a VID sys-
tem represents light intensities arriving at the video camera lens from all directions within 
a Field Of View (FOV).  A VID system knows nothing about the origins of this light, 
whether it’s coming directly from a radiating source, reflected from other objects, or scat-
tered by smoke.  The decision that a VID system has to make is not based on the meas-
urement of particular intensity coming from a particular direction, but rather by not so 
obvious changes of those intensities over time and their spatial relations to each other.  
While assumptions and ideas behind the VID systems may be expressed in simple intui-
tively understandable forms, precise implementation presents a challenge.  Instructions 
that seem to be very simple and obvious for humans such as the look for cloudy shapes 
that are growing preferably upwards are difficult to put in form of precise prescriptive 
algorithmic step.   

The main purpose of this discussion is to focus on testing and development of approval 
standards, we see a need to provide some perspective on the workings of VID systems, 
leaving out most of the implementation details.  First, we will consider flame and smoke 
detection systems separately, since even those VID systems that detect both use separate, 
independent algorithms for each type of detection.   

Flame Detection 
Flame in open air has certain properties that allow visual identification.  There are spe-
cific physical processes that determine some of the flame features that can be observed 
and recognized.  These physical processes are well defined in the SFPE handbook and 
readily modeled through the use of CFAST and FDS. First of all, flame has an area of 
intense heat where oxidation reaction takes place.  Heat combined together with gravity 
causes the upward draft of gaseous products of combustion.  At some degree of intensity 
this draft becomes turbulent enough to cause the flame to flicker chaotically, constantly 
changing the configuration of the flame and intensity of light it radiates.  Most of the VID 
systems for flame use flicker property as one of criteria, combining it with other specific 
properties that make detection more reliable.   
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Stage 1: Preprocessing 

The goal of the first step is to reduce the data flow to a manageable size.  That can be 
done by considering only pixels that fit a certain criteria then further processing only 
those parts of the image.  Flames are constantly changing, thus the simplest approach is 
to leave only pixels that undergo changes.  The changes can be detected as absolute dif-
ference in brightness from one video frame to another, against time-averaged values, or 
using FFT, Wavelet transforms or other custom forms of DSP.  Some implementations 
may also involve changes in color which are a reflection of the energy output and effi-
ciency of the combustion process.  Adjacent pixels that pass the selection criteria are 
grouped together in blobs for future processing.  A well designed first stage should leave 
only few blobs, greatly reducing the amount of information for further processing. 

Stage 2: Normalization 

Each blob is further examined to determine if it is associated with flame.  Varying in size, 
blobs usually undergo normalization so each blob will be represented by a set of data en-
tries of a standard size.  Other than being a technical necessity, normalization eliminates 
any sensitivity dependency in VID systems to the geometric size of the flame relative to 
the image.  Blobs that are too small to produce the data set of the required size are ig-
nored.  That determines the maximum distance to size ratio of the detection. Using ge-
ometry and knowing the minimum pixel size needed for detection as well as the cameras 
resolution, and FOV one can calculate for the minimum fire size at a given distance. For 
example, if a VID systems minimum pixel detection size is 7 by 7 pixels and an image 
resolution of 640 by 480 pixels and a 90 degree FOV is used, the detected fire size at 100 
feet would encompass 1.88 square feet.  

Stage 3: Decision 

The decision to categorize a blob as flame can be based on the geometry of a pattern, 
color/brightness, and consistency over time.  Implementations may vary in particular 
methods used to do the determination such as decision trees, neural networks, fuzzy logic 
or linear estimators.  Discussing advantages of a particular decision making method is 
beyond the scope of this paper.  Remaining important is that some methods use training 
(neural network, linear estimators) while others rely on the designers ability to define the 
rules that govern the decision making.  Training1 is an operating mode where the system 
is presented with a large number of data samples (flames and nuisances) and provided 
with the correct classification of the alarm state by a human trainer.  As a result, a well 
designed decision engine is able to generalize and classify correctly any arbitrary samples 
in the future.  Rule-based systems requires a very good understanding on the part of the 
designer how particular elements of data relate to a decision the engine is attempting to 
make.  Applicability of these approaches is a matter of the kind and size of input data: 
rule based systems are applicable when data entries are relatively small and well under-
stood, while trained systems are better with larger set of data having no clear definition 
on how individual entries relate to each other and to classification phenomena. 

                                                 
1 Training is usually performed at design stage of the system: no alteration of the network should be al-
lowed after installation. 
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Case study: Flame 
The discussion would be incomplete without the example of a particular implementation 
of a flame detection system (SigniFire) to illustrate the above-mentioned concepts: 

Stage 1 of the algorithm constantly transforms the original image using time-domain DSP 
applied to each pixel to calculate two values:  

1) Static, slow changing brightness (RED) that is achieved by a lo-pass filter and  

2) Dynamic flicker factor (BLUE) using a hi-pass filter.   

Flames on the image produced by this transformation have distinctive characteristics: red 
core and blue corona (Figure 2).  Nuisances produce different kinds of patterns: com-
puter screens have blue and red pixels distributed uniformly; flashing and blinking lights 
create circular patterns. 

During step 2, the algorithm searches the image for the representative anomalies with 
high values of both RED and BLUE channels overlapping each other, extracts and scales 
them to a standard size of 7x7 with each entry containing RED and BLUE values.  

Finally, step 3 uses a feed-forward neural network to recognize the pattern representative 
of flames.  The network was pre-trained with a large number of flame (over 5,000) and 
nuisance (over 10,000) samples to accommodate all variations that can be encountered in 
real life.  These include extreme cases where flame is subject to wind which can signifi-
cantly tilt the pattern sideways.  Nuisances include varieties of light sources such as: 
flashing lights, strobes, moving lights, computer monitors, reflection on aluminum foil, 
etc.  In addition, nuisances were collected using prototypes installed in the field with in-
tensive human or vehicle traffic. As more usable data is gathered the algorithms can be 
refined and uploaded to existing systems in revision cycles. 
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Figure 2.  DSP-based VID for flame.  Video images are processed by DSP calculating two values for 
each pixel each assigned pretended colors.  RED color is representing slow-changing brightness ac-
quired by lo-pass filter and BLUE color representing flicker factor acquired by hi-pass filter.  Me-
thod is color insensitive.  Final identification can be accomplished by feed-forward neural net or any 
other decision making engine. 

Smoke Detection 
Reliable video image smoke detection presents more of a challenge than flame.  The ma-
jor difference is that smoke does not radiate any light on its own.  One can only detect 
smoke by its effects on light emitted or reflected by other objects.  These effects also vary 
with different sources, temperature, and the relative position of the camera, smoke cloud 
and light sources.  Smoke can sometimes attenuate the light coming from the background 
(dark smoke) or it can scatter light coming from different directions adding intensity 
(white smoke).  Smoke may develop relatively fast (few seconds) and slow (hours).  
Smoke clouds can be thin and transparent or thick and textured, almost like solid objects.   

The early VID systems were attempting to detect smoke by using measurements calcu-
lated from the entire picture.  Among those were: contrast change, edge loss, statistical 
distribution of brightness, Shannon entropy change, etc.  In practical applications, these 
systems proved to be unreliable since those macroscopic changes can be caused by many 
other factors (illumination changes, objects moving in and out of the FOV).  To make 
things worse, certain smoke/background combinations may cause these measurements to 
change in a totally opposite way.  Therefore, a more elaborate analysis including geomet-
ric configuration changes is necessary to detect smoke. 

There are properties of smoke that produce effects that are consistent and visible.  From a 
physics standpoint, smoke is an aerosol, generated at the location where combustion is 
occurring.  The rate at which smoke is generated depends on the intensity and source of 
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combustion.  The combustion itself has some associated heat release which affects the 
direction and speed of the smoke cloud, generally upwards, although drafts can cause it to 
move sideways1 or down.  Therefore, the proposition is to select the pixels that may be-
long to smoke clouds by some preliminary criteria and follow their shape and motion.  If 
motion and growth fits the pattern, the whole group of pixels can be categorized as a 
smoke cloud.  VID implementations vary in the way they pre-select pixels for analysis 
and the way they determine motion, size and evolution patterns. 

Stage 1: Preprocessing 

Similar to flame detection in the preprocessing stage, VID systems need to filter out the 
blobs that may be produced by smoke artifacts.  The minute changes in the intensity of 
light are a good starting point.  For scattering effect (white smoke) intensity increases, 
while for obscuration effect (dark smoke) intensity decreases.  Additional selection crite-
ria may include contrast degradation, edge deterioration2 and/or turbulent dynamicse.  
Some implementations do time dependant DSP to generate blobs that reflect both the 
shape itself, the evolution of the shape over timef, and diffusion of light sourcesg. 

Stage 2: Normalization 

Similarly, at this stage each blob is normalized so it can be represented by a standard-
sized data set acceptable by the decision engine.  As with flame detection, the contents of 
the set vary in different implementations. 

Stage 3: Decision 

Particular implementations may employ different decision making processes.  One im-
plementation makes a decision using the sequence at which smoke pixels have been de-
tected in different zones in the image.  Others use geometric patterns produced by stage 1 
(processing) that are further processed by neural network as well as various other tech-
niques. 

Case study: Smoke 
As implemented in the SigniFire Smoke VID.  

Stage 1 converts the monochrome video image into a color one by applying a custom ex-
citation-aging DSP filter.  This filter generates two values, red and blue for each pixel so 
that pixels that experience minor increase or decrease in the intensity against the back-
ground are set in the excited state (BLUE).  If pixels remain in the excited state, they age 
gradually turning into RED.  When pixels are no longer excited they quickly loose inten-
sity.  This creates a pattern that takes into account the shape of the smoke plume, and it’s 
evolution over time (Figure 3).   

                                                 
1 In some cases when combustion is outside of FOV, smoke cloud may enter image from above moving 
downwards. 
2 These effects are highly dependant on background, thickness/texture of smoke and may not always apply. 
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Stage 2 extracts and normalizes the patterns to standard size (7x7) to be processed by 
neural network decision engine. 

 In stage 3 the neural network was trained on a large number of samples (over 15,000) 
that include a variety of smoke scenarios (small, large, slow, fast, with different degrees 
drafts) and nuisances (light changes, moving objects and people). 

 

 
Figure 3.  Image transformation by excitation-aging filter (right) generated for developing smoke 
plume shown on normal video image (left).  Blue color depicts young pixels belonging to a smoke 
plume while red colors show aged pixels. 

Limitations of VID 
Like any detection system, VID has its own limitations.  All smoke detection systems re-
quire minimum levels of light to analyze the image.  VID technology imitates natural in-
telligence, so it may be confused by nuisances that look like fire and smoke.  Unlike hu-
man intelligence, VID systems, in general, know nothing about the world around it.  If a 
human sees a vehicle far away that looks like its roof is in flames, he or she will likely 
assume it is a police or emergency vehicle, because it’s very unlikely that a car will have 
a fire on its roof (Figure 4).  Today’s VID knows nothing about the likelihood of fire on 
different parts of cars, as well as it can’t recognize a car yet. Similarly, patterns of 
sunlight on the wall opposite the camera may produce effects similar to a growing smoke 
cloud.  This situation may get confusing, even for a human, but these kinds of patterns 
likely will always appear on or about same place and time of the day.   

Some systems have different modes of operation targeting particular environments.  For 
example, different presets can be used for a strictly indoor environment versus an envi-
ronment with large windows where some natural sunlight may be present.  In addition, 
most VID systems provide sensitivity presets to find the most appropriate compromise 
between early detection and false alarm rate for the particular installation.   
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Generally, the same common sense guidelines that are applicable to any CCTV surveil-
lance shall apply to VID systems.  It is impractical to place cameras pointing towards 
windows, pointing outdoors where sun can be in FOV, or on an unstable mount.  There-
fore VID systems should not be expected to perform in the environments that are outside 
normal operating space of general CCTV installations. 

 
Figure 4.  Example of misidentification of an emergency vehicle parked in the tunnel as fire.  This 
misidentification happens at larger distances when fine details are washed out so visually it’s hard to 
tell the difference between fire and a panel of blinking lights.  Human observer will resolve the issue 
based on experience: such configuration will be separately identified as an emergency vehicle and 
that identification will take preference. 

As mentioned, smoke detection requires a minimum level of illumination1 for normal op-
erations.  These levels are usually low, and systems are designed to issue supervisory 
alarms for low light conditions.  Some systems have automatic control over the integrity 
of the lens detecting out-of-focus and dirty conditions.  Specific VID implementations 
may require additional limitations such as minimum distance to non-static objects. 

Zoning and Masking 
No matter how sophisticated a detection system is, it will not provide 100% resistance 
from false alarms.  VID systems offer very unique ways to remedy that using zones or 
masking, verified response, scheduled and alarm delays.  Zones are user definable re-
gions of the image that provide special treatment for alarms when they originate within 
the zone of the image.  Zones can be programmed so that alarms will not be issued while 
the body of flame or smoke is entirely contained within the boundaries of the zone.  
Masking works similarly, but unlike zones, a mask blanks the contents of the underlying 
image so analysis is not performed within the mask.  Zones can be scheduled to activate 
at different times.  For example, smoke triggering patterns may be appearing on a particu-
lar part of the wall at sunset.  The zone can be set up to cover the area and programmed 
for activation in the evenings only.  For real smoke situations it is still safe, since real 
smoke will outgrow the zone, diffusing over the entire space activating the VID system 
alarm.  Fine tuning of the zones should be part of the commissioning process and can be 

                                                 
1 Provided by manufacturer 
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done from a command workstation by trained professionals (Figure 5). Documentation 
should be kept and an engineering evaluation on the effect of zones and schedules should 
be conducted.  

 
Figure 5.  Application of zones in VID (SigniFire).  The image contains two zones; dark blue zone is 
used for motion detection, while cyan color rectangle is a blocking zone for smoke.  A large glass 
window is located right behind the camera and sunlight can create an illumination effect in the area 
of the zone.  The zone is set active only during the day. 

Actionalble intelligence - false alarm vs. false di spatch 
One of the great advantages of VID technology is that remote video verification is an in-
tegral part of it.  With the proliferation of inexpensive computer networking, it is only a 
matter of time before every installation becomes networked.  The experience with VID 
systems shows that they predominately are deployed in context with 24/7 security guard 
monitoring.  One can expect that in the future, VID systems may be monitored by com-
mercial 3rd parties, remotely over the Internet.  It is also expected that remote video veri-
fication will be widely adopted for verified response by the fire fighting community.  In 
this context, false alarms may not result in the false dispatch of the responder, but rather a 
10-20 second attention of the remote guard, at which point it becomes a more economic 
issue: how many remote channels can one guard handle. Is a nuisance alarm produced by 
a spot detector the same severity as a nuisance alarm produced by a VID system? How do 
you measure the severity of a nuisance alarm? 
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Part II: Testing VID systems 
 

In the past, smoke and fire detection devices, including VID systems, have been tested to 
the UL 268 and FM 3260 standard.  The UL 268 standard has been modified to accept 
beam detectors and smoke aspiration systems.  Although this was outside of the original 
scope of the standard, the methodology was adjusted to fit the system types.  In a similar 
way, it has been proposed that the UL 268 methodology can be adjusted to fit VID sys-
tems.  Although the systems are capable of detecting the sources presented in the UL 268 
room the results have little or no meaning to the design and installation of a practical sys-
tem.  Both the UL 268 standard and the FM 3260 standard are source specific, smoke and 
flame respectively.  VID system standards must be capable of testing both flaming and 
smoldering sources in an applicable environment.  One would argue that FM3260 is a 
more applicable test standard due to the fact that the tests occur in large volume spaces, 
and was designed around a volume sensor (OFDs).   

Any standardized testing has an intended purpose of establishing a criterion for which all 
products applicable to the standard are measured.  Generally speaking, standardized ap-
provals are intended to verify that the product and services described will meet stated 
conditions of performance, safety, and quality useful to the ends of property conservation 
and/or life safety.  The approval provides guidance for personnel, manufacturers, users 
and authorities having jurisdiction (AHJ).  Products meeting the intent of the standard, 
quality control in manufacturing and application ensure a consistent, reliable and uniform 
product.  The standard must contain basic requirements for products that are based on 
sound engineering principles, research, test records, field experience, and an appreciation 
of the issues faced by manufacturers, end users, inspection authorities, and the industry as 
a whole. 

The testing proposed and outlined below is the result of basic common principles appli-
cable to all VID systems and tests that will be useful to manufacturers, end users, AHJ’s, 
and system designers.  Special consideration is given to the pixels needed for detection, 
field of view, lighting and expected implementation and installation practices.  Six areas 
of interest are discussed: system architecture, test sources, test space, test conditions, pass 
fail criteria, and environmental testing.  The purpose of discussing these issues is to de-
termine the best course of action in developing a VID test standard.  These issues are ob-
viously open for discussion and more could be added as discussions continue.  Again, the 
intent of this paper is to continue to move discussions and the process in a positive direc-
tion. 

System Architecture 
VID system architectures can vary, with intelligent stand alone cameras or standard 
CCTV cameras with a DVR unit for processing.  Both architectures have their advantages 
and disadvantages but neither of the system architectures is distinct enough to warrant its 
own standardized tests.  The DVR architecture splits the detector into two components 
with a receiving component and a processing component separated by communication 
lines (coax cable).  These systems have to be well defined with special care to identify 
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the CCTV camera type and settings, as the performance may vary based on the camera 
make, model, and settings.  The VID systems also vary by algorithm type (smoke, fire, 
and reflected fire light), its implementation (DSP, statistics, Neural Networks) and vari-
ous functions.  All products should demonstrate the ability to provide a stable and reliable 
system and the ability to communicate through dry contacts and LAN connections, how-
ever, any standard test developed will have to consider the range of system capabilities.  
Should a VID system that only detects smoke be subjected to the same set of sources as a 
system that only detects flaming fire or both flaming and smoke? Does the ability to de-
tect the reflected fire light from a flame count as the positive identification of fire? Can a 
flaming fire be identified by either a smoke or flame algorithm and count as a positive 
identification? For environmental testing purposes the intelligent camera can be treated as 
a single detection device. The DVR architecture, however, has to address the two compo-
nents separately. One component, the camera, will be subjected to a significantly harsher 
environment over is lifetime than the other, the DVR processor.  Both would be put 
through the environmental conditions expected of any detection device, however, some 
modifications to the severity, testing procedure, and pass fail criteria (discussed later) will 
need to be made.  The system architecture and the mounting practices, provided by the 
manufacturer, should be followed during testing.  The system architecture will affect the 
types of trouble alarms each system can and will need to produce as well as how and 
what needs to be monitored by the system. The distributed intelligence of IP camera ar-
chitecture makes the severity of failure less than that of a DVR unit architecture.   When 
compared to current detection technologies, VID systems have the advantage of process-
ing their images continually for changes.  This provides them with the ability to identify 
when an image is lost, is out of focus, or smeared due to a dirty lens. Similarly, the condi-
tions resulting from a camera being turned against a wall or shielded by an object, result-
ing in a loss of image content should be automatically alerted.  The system can also 
monitor for when software is not processing or when communication is down.  The abil-
ity to identify the changes discussed results in a high degree of operability; this has re-
sulted in VID systems being held to a higher standard than current technologies.  They 
are being required to address the environment around them while current technologies 
can not identify if they have been moved, covered, or an obstruction has been built 
around them. This should be addressed within the standards. 
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Test Sources 
Testing VID systems involves three aspects: detector performance to positive sources, 
resistance to nuisance sources, and reliability.  VID system detection is time dependant, 
examining the evolution of images.  Therefore every standard test should have a start 
time, baseline, ignition, extinction, end time, as well as a period to clear the space, and 
reset the system before another test is run.  This will ensure a clean slate for each test.   

 Detection can be well defined and prescribed.  The designed standard should examine 
applicable scenarios of fire growth and smoke buildup.  The standard testing should be as 
close to the desired implementation, to reflect expected performance, so it remains usable 
for design and installation of the systems.  Flaming fire tests could include; cardboard 
box fires, polyurethane foam, wood cribs, and various sized pan fires with heptane, tolu-
ene, diesel fuel, and/or gasoline.  Smoke tests could include; smoke emitters, wood cribs 
and various smoldering sources such as polyurethane, cable, and wood.  These tests 
would cover a wide range of sources to validate the detection algorithms and provide 
baseline activation times.   

False alarm resistance will be more difficult to quantify because different VID systems 
may react on different types of stimuli. Also the potential pool of nuisance sources is in-
finite.  In addition, there are measures to eliminate nuisance alarms such as zones, sched-
ules, video verification, dry contact delays, and cross zoning in forms that are not avail-
able to other technologies.  VID systems have a set and range of potential stimuli, vary-
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ing in severity, based on occupancy and volume that do not exist for standard spot detec-
tors.  Nuisance resistance is more an issue of a practical application; the true test requires 
more time and may be remedied by fine-tuning or commissioning at a particular installa-
tion.  VID systems provide actionable intelligence, a fast and effective means of interact-
ing with events that results in acceptable event recognition to many end users based on 
the system architecture, improved performance, and resulting outcome.  To users install-
ing VID systems today, the end justifies the means and although this technology does not 
fit with the prescribed codes or standardized tests, it is becoming accepted as a means of 
property and business protection in addition to physical security of video surveillance.  In 
the end, nuisances will be a matter of long term usability experience with particular sys-
tems.  Each commercial implementation will be tested in the field and the end user accep-
tance of particular systems will be based on those installations and later on the reputation 
of particular VID provider.  The nuisance sources identified by a new standard should 
take into account specificities of different algorithms used, particular implementations, 
and the various functions available on the system.  For example, systems that rely on 
color for flame detection may alarm on a woman wearing an orange dress.  Additional 
challenges present the quantitative definition of certain stimuli such as people moving in 
a space and illumination changes (since it depends on content of the scene).  Reliance on 
flicker may expose vulnerabilities to blinking lights, strobes and flashes.  Some stimuli, 
such as reflections of sun on the water surfaces or sunlight penetrating through foliage, 
mentioned in literature may only apply to outdoor use and if a VID system vendor spe-
cifically states that system is designed for indoor use these sources are irrelevant. Nui-
sance sources that occur at specific locations at specific times can be eliminated due to 
the ability to create a zone and schedule to mask an event.   

It is practical to define a minimum set of potential nuisance sources that are relatively 
easy to reproduce.  Sources that are visually identical to flame and smoke (theatrical 
smoke, fake fire, etc.) should not be considered nuisances.  Sources that are can only oc-
cur at fixed position (ceiling fans, TVs, windows) and therefore are subject to zoning 
should not be considered as potential nuisance sources.  At the certification level, only 
nuisance tests that represent severe cases of performance problems can be performed.  
Some suggested nuisance tests could include; strobe lights, directional light, modulated 
and non-modulated, color specific movement (waving flag), and people movement. 

Pass Fail Criteria 
Regardless of the sources selected for testing, VID systems should be accepted based on 
their ability to detect a standardized source and reject the nuisance sources.  VID systems 
should be measured by their ability to detect the standard source irrelevant of the analytic 
that detects the source.  For example, fire can be detected by flame and/or smoke algo-
rithm but flame can not key off smoke and smoke can not key off flame.  Once the stan-
dardized set of sources has been determined the manufacture should indicate the distance 
at which that source can be detected.  The testing will then result in quantitative evalua-
tions for why that source can be detected at the determined distance.  Whether it is pixel 
calculations or smoke rates, the documented tests will establish a basis for design and a 
performance evaluation based on distance and time to detection for a given source.   



18 

Test Compartment 
Testing of the VID technology should be based on the FM3260 for optical flame detec-
tors.  The ANSI UL 268 room can be used to establish the benchmark smoke detection 
capabilities of the VID systems but do not satisfy the purpose of a standard.  The UL 268 
tests will allow comparisons to be made between when a spot type detector would be ex-
pected to detect the smoke event and a comparison when a VID system would activate.  
Comparison tests have little meaning since the applications of the two technologies rarely 
overlap, spot detectors are generally not effective in large volume spaces and VID sys-
tems are not economical in small volume spaces.  Also, VID systems do not alarm on a 
point obscuration measurement, the ability to detect will have to be normalized to the 
time of ignition or to the volume rate of smoke produced during the UL268 tests.  The 
UL 268 room would allow for a controlled space to test various illumination changes, 
however, this can be done in large volumes.  Testing various illumination levels in the 
small space may give a false sense of security when installing in large volume spaces, as 
a VID system may be able to detect a source at 30 and 5 Fc but not the equivalent source 
at 100 ft and 5 Fc.  The test volume should allow for detection tests that provide for dis-
tances with various FOV angles.  FM 3260 allows for manufactures to prescribe the 
flame type and distance to the detector.  In a similar manner, a VID standard should test 
the various smoke and fire sources at varying distances to demonstrate the performance 
limits of the VID systems.  A large volume space (at least 100+ft in distance and 20+ ft in 
height) would provide a generic test space representative of expected installations. 

Environmental Testing 
In addition to the performance and nuisance testing the traditional shake and bake envi-
ronmental testing should be conducted to establish a reliability and durability benchmark.  
The systems should be tested to the minimum reliability and environmental conditions 
established in UL 268 and FM 3260.  However, consideration should be given to the fact 
that they are volume sensors; so for example, alarms can be expected when the cameras 
are placed in conditioning ovens or vibration apparatus due to the improper FOV and in-
stallation.  The intent of the environmental test is first and foremost, to determine surviv-
ability and then changes in performance.  Determining if a performance change is seen 
during many of the environmental tests may not be possible due to scalability issues 
however determining survival and performance changes after the fact are reasonable.  
Mandatory NFPA maintenance requirements could be identified, that may relieve some 
of the burden of environmental testing.  Also the increase ability of the VID system to 
indicate focus or dirty lenses, low light conditions, loss of picture, software supervisory, 
LAN communication integrity may result in less burdensome testing. 

Test variables 
It is impractical to test every conceivable variable.  UL268 tests detectors to a fixed set of 
sources, in a prescribed room, with no ventilation, and a flat ceiling.  This is accepted in 
practice even though it is known that these conditions may not exist when installed and 
that changing these conditions will affect detector activation times.  Tests outside of stan-
dardized testing are conducted to identify and document conditions that will affect detec-
tor activation.  This is true for VID system too and the pool of data will continue to grow 
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as the technology is accepted and becomes more prevalent in various applications.  In the 
mean time, it is advantageous to identify some of the basic variables and determine their 
effect of VID detection in real world applications.  Some variables that would be specific 
to a standard test and should be discussed include: 

1) Sources (fixed set) 

2) Test space (varying background) 

3) Illumination level (bounded) and Illuminators (effect on performance) 

4) System variables (FOV, camera settings, sensitivities, added features) 

The test sources were discussed earlier and will have to be identified to provide a range 
of flame and smoke types.  There should be a fixed set to limit the testing unless a special 
application is desired.  Variations in the test space will result in changes to the back-
ground image.  Controlling this variable would be unpractical and have limited use.  It is 
unlikely one would see a completely uniform background image in a real world applica-
tion.  The VID system sensors cover so much area from a vantage point, that a uniform 
background is improbable.  It is known that the background, specifically background il-
lumination, will affect performance however this is addressed during installation.  The 
illumination can be bounded but the remaining test variables should remain unaffected 
irrelevant of the presence of an illuminator or not.  For example detecting smoke at 100 ft 
at an illumination level of 50 Foot-candles but having to move the smoke to 30 ft at 5 
Foot-candles would be unacceptable. If a system is said to detect a source at 100ft it 
should detect that source irrelevant of illumination within the bounded limits.  System 
variables should be fixed and bounded with added features taken into consideration and 
tested outside the standard.   

Standardized video library 
There are also proposals to establish a set of standard tests in the form of a digital video 
recording library that systems can be tested against.  The comprehensive set of tests will 
be recorded once and each system will be given precisely the same digitally recorded 
video equalizing the conditions for each system under test.  Although, seemingly simple 
and practical from a system development perspective, those tests can not substitute for a 
live performance test for the following reasons:   

1. Systems may be tuned up for a particular set of video cameras and it 
seems unrealistic to have a library that will cover all cameras.   

2. Video compression may affect the performance of certain systems.  Un-
compressed video files are too large to be easily distributed. 

3. Systems that integrate into a camera may use custom image resolution, 
custom settings of the imager as well as special optical filters and will re-
quire the recordings made by these systems. 

4. New generation of systems may use higher resolution than standard video 
recordings used today. 

5. Some systems that involve training (neural nets) can be trained to pass the 
tests.   
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Therefore, it is more likely that each manufacturer will maintain its own video library for 
internal development use, but it will be unlikely this approach will be extended to the cer-
tification process.  On another note, having a university maintain an open library of vid-
eos and developing and open source VID program would help with acceptance and ad-
vancement of the technology.   

Conclusions 
VID technology holds a lot of promise and provides capabilities not currently available 
using other technologies.  The fundamental difference of detecting smoke in the visible 
spectrum provides faster detection times, increased visual awareness, security and spatial 
capabilities.  The opportunities presented by VID technology far out weigh the draw 
backs.  The new technology does not fit into current standards.  These standards need to 
be significantly extended or new standards written to accommodate VID technology. This 
new or amended standard should take into account system architecture, sources, new en-
vironmental testing, pass/fail criteria, test variables and the test space. 
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